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Alex Hern

Kaspersky Lab denies involvement in Russian
hack of NSA contractor
Eugene Kaspersky, the founder of the Moscow-based cybersecurity firm, called allegations of role in
government hack ‘like the script of a C movie’

Friday 6 October 2017 10.38 BST

Moscow-based cybersecurity firm Kaspersky Lab has hit back at a report in the Wall Street
Journal which accused it of being involved in a Russian government hack of an NSA contractor
in 2015.

The paper reported on Thursday that the NSA contractor, a Vietnamese national who was
working to create replacements for the hacking tools leaked by Edward Snowden, was hacked
on his personal computer after he took his work home.

There, the report says, the contractor’s use of Kaspersky’s antivirus software “alerted Russian
hackers to the presence of files that may have been taken from the NSA”. Once the machine
was in their sights, the Russian hackers infiltrated it and obtained a significant amount of data,
according to the paper.

Calling the allegations “like the script of a C movie”, Eugene Kaspersky, the infosec firm’s
founder, gave his own explanation of what might have happened.

https://www.theguardian.com/profile/alex-hern
https://www.wsj.com/articles/russian-hackers-stole-nsa-data-on-u-s-cyber-defense-1507222108
https://www.theguardian.com/us-news/2017/jan/18/edward-snowden-allowed-to-stay-in-russia-for-a-couple-of-years
https://eugene.kaspersky.com/2017/10/05/we-aggressively-protect-our-users-and-were-proud-of-it/
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Since you’re here …
… we have a small favour to ask. More people are reading the Guardian than ever but
advertising revenues across the media are falling fast. And unlike many news organisations,
we haven’t put up a paywall – we want to keep our journalism as open as we can. So you can
see why we need to ask for your help. The Guardian’s independent, investigative journalism
takes a lot of time, money and hard work to produce. But we do it because we believe our
perspective matters – because it might well be your perspective, too.

I appreciate there not being a paywall: it is more democratic for the media to be available for all
and not a commodity to be purchased by a few. I’m happy to make a contribution so others
with less means still have access to information. Thomasine F-R.
If everyone who reads our reporting, who likes it, helps to support it, our future would be
much more secure.

Mr Kaspersky vehemently denied that his company had played any active role in the breach,
noting: “We never betray the trust that our users put into our hands. If we would do that a
single time that would be immediately spotted by the industry and our business would be
done.”

Instead, he implied that the root of the problem was that Kaspersky Lab had correctly
identified the hacking tools the contractor was working on as malware – perhaps through
Kaspersky Lab’s own research into the Equation Group, a “sophisticated cyber espionage
platform” believed to be linked to the NSA.

From there, Mr Kaspersky implies, it may be the case that Kaspersky Lab’s own data was
hacked by the Russian government. “Even though we have an internal security team, and do
bug bounties, we can’t give 100% guarantee that there are no security issues in our products,
name another security software vendor who can!”

Kaspersky’s defence is roughly in line with the general consensus amongnonaligned
information security experts. Matthew Green, a cryptography professor at Johns Hopkins
University, wrote: “Consensus on infosec Twitter is that Kaspersky may not have colluded with
[the Russian government]; just maybe their product may be horrendously compromised.

“Not quite sure how that’s qualitatively different from the point of view of Kaspersky
customers. But I guess it’s something.”  
In an unusual move for a technology chief executive, Mr Kaspersky republished Green’s tweet
calling his product “horrendously compromised” in his own blogpost.

The hacking incident in question may be the key evidence used in September to drive a US
government-wide ban of Kaspersky products.

At the time, the Department of Homeland Security said it “is concerned about the ties between
certain Kaspersky officials and Russian intelligence and other government agencies, and
requirements under Russian law that allow Russian intelligence agencies to request or compel
assistance from Kaspersky and to intercept communications transiting Russian networks”.

In an official statement about the allegations, Kaspersky Lab said: “As a private company,
Kaspersky Lab does not have inappropriate ties to any government, including Russia, and the
only conclusion seems to be that Kaspersky Lab is caught in the middle of a geopolitical fight.”

https://twitter.com/matthew_d_green/status/916016499747205120
https://www.theguardian.com/world/russia
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