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North Korea mounts long-running hack of South Korea
computers, says Seoul
SEOUL | BY JACK KIM
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A man types on a computer keyboard in Warsaw in this February 28, 2013 illustration file picture.
REUTERS/KACPER PEMPEL/FILES

North Korea hacked into more than 140,000 computers at 160 South Korean firms and
government agencies, planting malicious code under a longterm plan laying groundwork
for a massive cyber attack against its rival, police in the South said on Monday.
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South Korea has been on heightened alert against cyber attacks by the North after
Pyongyang conducted a nuclear test in January and a longrange rocket launch in
February that led to new U.N. sanctions.
The North has always denied wrongdoing.
The hacking began in 2014 and was detected in February, after North Korea managed to
steal information from two conglomerates including defenserelated material, South Korea's
police cyber investigation unit said.
"There is a high possibility that the North aimed to cause confusion on a national scale by
launching a simultaneous attack after securing many targets of cyber terror, or intended to
continuously steal industrial and military secrets," it said.
The hackers took no action after gaining control of servers and computers at some
corporate groups and waited, as they continued to hack into more targets in what police
said was likely an effort to build the scale of a planned attack.
Reclusive North Korea and the rich, democratic South are technically still at war because
their 195053 conflict ended in an armistice, not a peace treaty. The North regularly
threatens to destroy the South and its main ally, the United States.
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In March, the South's spy agency said it had intercepted an attempt to hack into South
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Korean computer networks to attack the transport system's control network, blaming the
North for the attempt.
"F15 FIGHTER JET WINGS BLUEPRINT"
The United States accused North Korea of a cyber attack against Sony Pictures in 2014
that led to the studio cancelling the release of a comedy based on the fictional
assassination of leader Kim Jong Un. North Korea denied the accusation.
In the most recent case, documents stolen from the two conglomerates included blueprints
for the wings of F15 fighter jets, an official at the cyber investigation unit told Reuters by
telephone.
Of the more than 42,000 materials stolen, more than 40,000 were defenserelated.
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South Korean media said the two conglomerates were the SK and Hanjin groups, but
police declined to confirm that.
A spokesman at SK Holdings said four group affiliates were affected by the hacking but
they worked with the police to quickly close the breach and the leaked documents were not
classified.
A spokesman at Korean Air Lines, part of Hanjin Group, said the documents leaked from its
network were not classified and no other group affiliates were affected.
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A Defense Ministry official said none of the defenserelated materials stolen was secret and
there was no security breach.
The hacking originated from an IP address traced to the North Korean capital and targeted
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network management software that is widely used by private companies and government
agencies, police said, declining to identify the software.
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The IP address was identical to one used in a 2013 cyber attack against South Korean
banks and broadcasters that froze computer systems for more than a week. South Korea
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blamed the North for that attack, and the North denied responsibility.
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Police said they worked with the affected companies and agencies to neutralize the

CASE STUDY: How to use Smart Beta to
strengthen a passive portfolio SSGA

malicious codes and prevent them from being used in a largescale cyber attack.
(Additioal reporting by Jee Heun Kahng, Jumin Park and Hyunjoo Jin; Editing by Tony
Munroe and Nick Macfie)

Financial Times

Construction companies stage second act
overseas Financial Times
Asia300  News and Analysis On PSE Listed
Companies Nikkei Asian Review

More From Reuters
Oregon mother fatally shoots intruder found in
her child's bedroom |27 Jun

SPONSORED TOPICS

U.S. says Russian ship raised false signal in
incident |30 Jun

1. Best IRA Accounts of 2016

China says U.S. 'Great Wall' remark shows
misunderstanding of history |30 Jun

2. Life Insurance for Seniors
3. 2016 Best SUVs

Leonardo DiCaprio is ordered deposed over
'Wolf of Wall Street' |18 Jun

4. 10 Best Antivirus Software

Britain has written a cheque it cannot cash

5. 2016 Best CRM Software

|24 Jun

6. 10 Best Mutual Funds
Japan plans July fighter jet tender seen worth
$40 billion as China tensions simmer |30 Jun
ADVERTISEMENT

Cracks show inside Islamic State's shrinking
caliphate |28 Jun
U.S. warns China against provocations once
court rules on sea claims |23 Jun
Texan puts baby in fridge after leaving her in
hot car: police |22 Jun
Russia's Putin: why did Britain call Brexit
referendum? |17 Jun

Advertisement

From The Web

Sponsored Links by Taboola

Jetzt die erste offizielle Münze
zur EM 2016 sichern

Was ist Ihr Haus wert?  Experten
bewerten vor Ort

25% auf Ihre Sprachreise in
Paris! Jetzt profitieren!

MDM

Immobilierichtigverkaufen.de

Eurocentres

Sponsored Topics

Advertisement

1. Die besten Investitionsideen

5. Die sparsamsten Autos

2. Billige Crossover Geländewagen

6. Neue TabletPCs kaufen

3. Die 10 besten der Rentenfonds

7. Beste TabletPCs

4. Billige Autos Online

8. Günstige Autoersatzteile kaufen

Subscribe: Feeds | Newsletters | Podcasts | Apps

Follow Reuters:

Reuters News Agency | Brand Attribution Guidelines | Delivery Options

Reuters is the news and media division of Thomson Reuters. Thomson Reuters is the world's largest international multimedia news agency, providing investing news,
world news, business news, technology news, headline news, small business news, news alerts, personal finance, stock market, and mutual funds information available
on Reuters.com, video, mobile, and interactive television platforms. Learn more about Thomson Reuters products:

EIKON

ELEKTRON

WORLDCHECK

WESTLAW

ONESOURCE

CHECKPOINT

Information, analytics and

Everything you need to

Screen for heightened risk

The most comprehensive

Information, analytics and

The industry leader for

exclusive news on financial

empower your workflow

individual and entities

solution to manage all

exclusive news on financial

online information for tax,

markets  delivered in an

and enhance your

globally to help uncover

your complex and ever

markets  delivered in an

accounting and finance

intuitive desktop and

entreprise data

hidden risks in business

expanding tax and

intuitive desktop and

professionals

mobile interface

management

relationships and human

compliance needs

mobile interface

Business

Markets

MORNING BRIEFING:

World

Politics
networks

Tech

Tesla's Autopilot fail

Commentary

VIEW MORE

Breakingviews

Money

Life

All quotes delayed a minimum of 15 minutes. See here for a complete list of exchanges and delays.

© 2016 Reuters. All Rights Reserved.

Site Feedback

Corrections

Advertise With Us

Advertising Guidelines

AdChoices

Terms of Use

Privacy Policy

