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Secret policy reveals GCHQ can get
warrantless access to bulk NSA data
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Related legal action: Privacy International v. Secretary of State for the Foreign

and Commonwealth Office et al.

Britain's intelligence services do not need a warrant to receive unlimited bulk
intelligence from the NSA and other foreign agencies, and can keep this data
on a massive searchable database for up to two years, according to secret
internal policies revealed today by human rights organisations.

Details of previously unknown internal policies, which GCHQ was forced to
reveal during legal proceedings challenging their surveillance practices in the
wake of the Snowden revelations, reveal that intelligence agencies can gain
access to bulk data collected from US cables or through US corporate
partnerships without having to obtain a warrant from the Secretary of State.
This position seems to conflict with reassurances by the Intelligence Services
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Committee in July 2013
that whenever GCHQ
seeks information from
the US a warrant is in
place.

The “arrangements”, as
they are called by
Government, also
suggest that intercept
material received from
foreign intelligence
agencies is not subject
to the already weak
safeguards that are
applied to
communications that are

intercepted by the UK's Tempora programme. On the face of the descriptions
provided to the claimants, the British intelligence agencies can trawl through
foreign intelligence material without meaningful restrictions and can keep such
material, which includes both communications content and metadata, for up to
two years.

Descriptions of the policies were disclosed to the parties after a secret hearing
at the Investigatory Powers Tribunal, which is currently considering a challenge
to GCHQ's surveillance practices that has been brought by human rights
organisations including Privacy International, Liberty and Amnesty International.
A public hearing of the case was held in July, but these “arrangements" were
revealed to the Tribunal in a closed hearing that the claimants were barred from

https://b1cba9b3-a-5e6631fd-s-sites.googlegroups.com/a/independent.gov.uk/isc/files/20130717_ISC_statement_GCHQ.pdf?attachauth=ANoY7crMbD7uNgxHysbiPdEOr2iWry0skz2wog9zvFP5N9MYDqU7IYhrcmTz4gkRSEp32AeJVWTKdwVuCVdUQF2NWBv0eTJvFWQRnT5o5jLHxQNcjESwUezP4KS-draJhU25xI0rUz2Woz83ZWunxsNlhmz7VRro8QgBU0xjr34c-2otwHDSTOpcOT3kMIPUAQJ-MPRdcTtFFbon7Xins8styJEL9mnEpAZtOXqAthjMimfXutu0iLg%3D&attredirects=0


attending. Some details about the policies are now disclosed in order for the
claimants to provide comment.

It is the first time the Government has made available some details of the secret
internal "arrangements”, the existence of which they rely on to show that their
mass surveillance practices and extensive exchange of surveillance material
with the NSA are in accordance with the law. The Government says these
“arrangements” make their actions compliant with the Human Rights Act, even
though the arrangements remain secret and immune from public scrutiny.

The disclosed “arrangements” bring into sharp relief the minimal safeguards
and weak restrictions on raw intelligence sharing with foreign governments,
including between the UK and the United States. The fact that GCHQ can
request and receive large quantities of "unanalysed" raw bulk data from foreign
intelligence agencies without a warrant in place, simply because it would "not
be technically feasible” to obtain it in the UK, shows the inadequacies in RIPA
to deal with intelligence agency co-operation. Under these “arrangements",
there is a clear risk that agencies can sidestep British legal restrictions to obtain
access to vast amounts of data.

The release of some details of the arrangements also raises serious doubts
about the level of oversight provided by the ISC, which last week heard
evidence from the Foreign Secretary as part of its current investigation into
privacy and security. In July 2013 the ISC conducted an investigation of
GCHQ's access to the NSA's PRISM programme, and reassured the public
that “in each case where GCHQ sought information from the US, a warrant for
interception, signed by a Minister, was already in place, in accordance with the
legal safeguards contained in the Regulation of Investigatory Powers Act
2000.”



This statement obscures whether GCHQ could have sought information
without a warrant in place, thus failing to reveal that RIPA interception warrants
are not required for GCHQ access to intercepts obtained under programmes
such as PRISM and Upstream. Furthermore, the ISC's statement confines itself
to instances in which GCHQ specifically seeks information, but doesn't
stipulate what processes are in place when it receives unsolicited bulk data
from the NSA.

Eric King, Deputy Director of Privacy international, said:

We now know that data from any call, internet search, or
website you visited over the past two years could be stored in
GCHQ's database and analysed at will, all without a warrant to
collect it in the first place.  It is outrageous that the
Government thinks mass surveillance, justified by secret
“arrangements” that allow for vast and unrestrained receipt
and analysis of foreign intelligence material is lawful. This is
completely unacceptable, and makes clear how little
transparency and accountability exists within the British
intelligence community.”

James Welch, Legal Director for Liberty:

We have said all along that the law doesn't effectively protect
us from mass surveillance by the Intelligence Services.  The line
the Government took at the hearing was that there were
adequate safeguards, they just couldn't be made public. 
Leaving aside whether secret safeguards can ever be
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adequate, this reluctantly-made disclosure suggests
otherwise.”

Michael Bochenek, Director of Law and Policy at Amnesty International, said:

It is time the Government comes clean on such crucial issues
for people's privacy as the sharing of communications
intercepts with foreign governments. Secret rules are woefully
inadequate. Nothing short of a sufficiently detailed set of rules
and effective safeguards in publicly accessible legislation can
redress the major deficiencies in the Government's handling of
communications surveillance.”

For more information, please contact:

Mike Rispoli, Privacy International
+44 (0) 7557 793878
mike@privacyinternational.org

Liberty Press Office
+44 (0) 20 7378 3656
+44 (0) 7973 831128

Harriet Garland, Amnesty International UK:
+44 (0) 20 7033 1549
+44 (0) 7721 398984
harriet.garland@amnesty.org.uk

tel:+44 (0) 7557 793878
mailto:mike@privacyinternational.org
tel:+44 (0) 20 7378 3656
tel:+44 (0) 7973 831128
tel:+44 (0) 20 7033 1549
tel:+44 (0) 7721 398984
mailto:harriet.garland@amnesty.org.uk


Latest Press releases

EU catches up, takes steps to
control export of intrusion spyware,
IP monitoring

Published on  in 07/11/2014 Press releases

All Press releases

https://privacyinternational.org/news/press-releases/eu-catches-up-takes-steps-to-control-export-of-intrusion-spyware-ip-monitoring
https://privacyinternational.org/news/press-releases
https://privacyinternational.org/news/press-releases


Privacy International, Reporters Without Borders,

Digitale Gesellschaft, FIDH, and Human Rights

Watch welcome news that the European Commission

will move ahead and add specific forms of surveillance

technology to the EU control list on dual use items, thus

ta

Read more
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surveillance
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A complaint by Privacy International against the six

undersea fibre optic cable companies, including BT and

Vodafone, that facilitate GCHQ’s mass surveillance

practices has been rejected by the UK agency charged

with ensuring corporate compliance with human rights

o

Read more
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Published on  in 

Privacy International today has made a criminal

complaint to the National Cyber Crime Unit of the

National Crime Agency, urging the immediate

investigation of the unlawful surveillance of three

Bahraini activists living in the UK by Bahraini authorities

using the intrusive malware FinFisher supplied by British

company Gamma.
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