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A VERY SCARY AND TOO-PLAUSIBLE NOVEL. ZERO DAY IS NOT
SCIENCE FICTION; IT IS SCIENCE FACT, ANDIIT'IS A CLEAR WAI
oF DDOMSDAY. A MUST-READ.” —NELSON DEMILLE
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NICK SELBY + HEATHER VESCENT

TOOLS FOR SURVIVING EVERYTHING FROM
JENTITY THEFT TO THE DIGITAL APOCALYPSE




Digitalisierung uberall
* Individuelles Leben und soziale Strukturen

- Wirtschaft und Gesellschaft
 Nachrichtendienste

e Kriminalitat
e Militar



O aafparre Tkl Hemld Trbune



EternalBlue - Ein Blick ins
WannaCry, NotPetya & Co.

fatal exception OE has occurred at 0028:C56ZF1B7 in UXD ctpci9x(05)
00001853. The current application will be terminated.

Press any key to terminate the current application.
Fress CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue _

Jetzt




2

7772\ »

/////\\\




Neue Fragen - Alte Konzepte

oder: Was ist der Cyberwar? IHI




Es geht um Regeln

und um gegenseitige Kontrolle



Probleme mit der Technik

oder: wie zahlt man Schadsoftware?
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Verstandigung, Koordination, Austausch



Aufgaben der Zivilgesellschaft
NGOs und Wissenschaft sind gefordert
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Vertrauensbildende
Mal3nahmen und Verifikation

Measures

Geographical

Elements

Demilitarized Zones
Thin-out Zones

Applicable for Cyber Space?

Not possible

Structural

Defensive Orientation of
Armed Forces

Accept defense but prohibit
offense?

Operational

Limits on Maneuvers and
Exercises

Prohibit offensive military
exercisies

Declaratory

Mo first Use

Unilateral declarations

Verification

Air- or space-based
Sensors

unlikely

*Neuneck, G, "Confidence Building Measures - Application to the Cyber Domain", Lecture, 2012
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