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German nuclear plant infected with
computer viruses, operator says

The nuclear power plant of Gundremmingen is pictured on March 11, 2012. REUTERS/Michaela Rehle
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By Christoph Steitz and Eric Auchard |  FRANKFURT

A nuclear power plant in Germany has been found to be infected with computer viruses,
but they appear not to have posed a threat to the facility's operations because it is
isolated from the Internet, the station's operator said on Tuesday.

The Gundremmingen plant, located about 120 km (75 miles) northwest of Munich, is
run by the German utility RWE (RWEG.DE).

The viruses, which include "W32.Ramnit" and "Conficker", were discovered at
Gundremmingen's B unit in a computer system retrofitted in 2008 with data
visualization software associated with equipment for moving nuclear fuel rods, RWE
said.

Malware was also found on 18 removable data drives, mainly USB sticks, in office
computers maintained separately from the plant's operating systems. RWE said it had
increased cyber-security measures as a result.

W32.Ramnit is designed to steal files from infected computers and targets Microsoft
Windows software, according to the security firm Symantec. First discovered in 2010, it
is distributed through data sticks, among other methods, and is intended to give an
attacker remote control over a system when it is connected to the Internet.

Conficker has infected millions of Windows computers worldwide since it first came to
light in 2008. It is able to spread through networks and by copying itself onto
removable data drives, Symantec said.

RWE has informed Germany's Federal Office for Information Security (BSI), which is
working with IT specialists at the group to look into the incident.

The BSI was not immediately available for comment.

Mikko Hypponen, chief research officer for Finland-based F-Secure, said that infections
of critical infrastructure were surprisingly common, but that they were generally not
dangerous unless the plant had been targeted specifically.

The most common viruses spread without much awareness of where they are, he said.

As an example, Hypponen said he had recently spoken to a European aircraft maker
that said it cleans the cockpits of its planes every week of malware designed for Android
phones. The malware spread to the planes only because factory employees were
charging their phones with the USB port in the cockpit.

Because the plane runs a different operating system,
nothing would befall it. But it would pass the virus on
to other devices that plugged into the charger.

In 2013, a computer virus attacked a turbine control
system at a U.S. power company after a technician
inserted an infected USB computer drive into the
network, keeping a plant off line for three weeks.
(reut.rs/241M2kH)

After Japan's Fukushima nuclear disaster five years
ago, concern in Germany over the safety of nuclear

power triggered a decision by the government to speed up the shutdown of nuclear
plants. Tuesday was the 30th anniversary of the Chernobyl nuclear disaster.

(Additional reporting by Joseph Menn in San Francisco and Joseph Nasr in Berlin;
Editing by Kevin Liffey and Himani Sarkar)

ALSO IN TECHNOLOGY NEWS

NEXT IN TECHNOLOGY NEWS 

Sony enters virtual
reality race with
PlayStation VR headset

Apple to set up R&D
center in Shenzhen,
bolster China ties

Pictures of the day

SPONSORED TOPICS

http://www.reuters.com/article/us-amazon-com-music-idUSKCN12C0ML
http://www.reuters.com/article/us-samsung-elec-smartphones-stocks-idUSKCN12C00B
http://www.reuters.com/journalists/christoph-steitz
http://www.reuters.com/journalists/eric-auchard
http://www.reuters.com/finance/stocks/overview?symbol=RWEG.DE
http://reut.rs/241M2kH
http://www.reuters.com/article/us-sony-vr-idUSKCN12C0U5
http://www.reuters.com/article/us-apple-shenzhen-idUSKCN12C0BZ
http://www.reuters.com/news/picture/editors-choice?articleId=USRTSRQN3


10/12/2016 German nuclear plant infected with computer viruses, operator says | Reuters

http://www.reuters.com/article/us-nuclearpower-cyber-germany-idUSKCN0XN2OS 3/3

TOKYO Sony Corp will join the race for virtual
reality (VR) dominance on Thursday with the $399
PlayStation VR, a headset the Japanese
electronics group hopes will beat pricier rivals and
revive its reputation as a maker of must-have
gadgets.

HONG KONG Apple Inc will set up a research and
development center in China's manufacturing
metropolis Shenzhen, the U.S. tech giant said on
Wednesday, as the firm looks to spur growth in
the world's second largest economy amid growing
competition.
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